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20.1 Where do the Username/Password for a Student C ome
From?

The student’s user details are maintained within e-asTTle. This includes the student's
username and password. See the Educator Module — Student Security System section for
further details on setting up and maintaining students’ usernames and passwords.

Teachers, School Administrators and School Leaders user setups are maintained outside of
asTTle (through ESAA).

Due to this separation of user accounts, a key different to the e-asTTle application in Year 2,
is that there are separate URLSs for teachers and students to access e-asTTle.

The Educator (Teacher, Administrator, School Leader) login takes the form:
..../SCWebl/login.faces
The Student login takes the form:

.../StudentWeb/login.faces
20.2 Students Logging in for the First Time

Where to get the Students’ Usernames and Passwords

In order to allow students to log onto the e-asTTle system for the first time, you will need to
give them their system-generated passwords. You can download the students’ username
and passwords in a print-friendly format from the Download Logins and Password screen.
See the “Educator Module: Overview” document for further details.

Logging into asTTle for the First time

Student opens a browser window and goes to the Student URL. They type in their
username and system-generated password, and click the login button.

Students will now be presented with a "Change Password" page.
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Figure 81. Change Password

This is necessary for the student to enter in a new password that only they know. This new
password needs to conform to certain criteria and needs to be entered in twice to avoid
spelling mistakes.

This new password will replace their system-generated password. The student’s password is
required to adhere to the following rules:
- Minimum of 6 characters

Maximum of 20 characters

Minimum of one numeric value

Alphanumeric characters only

Students cannot use any of their previous six passwords

Password is not a common, over-used word, e.g. the word “password”; the student’s

Username

If the student’s password does not adhere to the above rules, they will be asked to enter
another, more appropriate password.

Once the password is accepted the home page will be presented and the student will need

to use this new password from now on to access the application. Their password will expire
again in 12 months time.

20.3 Trouble-shooting Student Access Problems.

Forgotten Password

If a student forgets his/her password, the teacher/administrator can locate or reset the
student’s password. For details on how a teacher/administrator can locate or reset a
student’s password, refer to the “Educator Module: Overview” document.

Locked out of e-asTTle

If the student unsuccessfully tries to log into e-asTTle 6 times or more, they will be locked
out of the system and the teacher/administrator will need to unlock their account. If the
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student is repeatedly getting the “Incorrect username/password" message, the teacher
should check the student’s details to see if their account has been locked. For details on how
a teacher/administrator can unlock a student’s account (by resetting their password), refer to
the “Educator Module: Overview” document.

Note: A student may not be aware of the fact they have been locked out. An “Account
locked” message is only displayed if the student gets the username + password combination
correct after their account has been locked. For example, if a student enters in the correct
username but the incorrect password, they will only ever receive an "Incorrect
username/password" message. This is done to ensure that no security information is given
away i.e., you would not want another student who was attempting to login as someone else
know that they had the correct username.

Password Expiry
The student’s password will expire after a year. When this occurs, the first time the student

tries to log into e-asTTle again, the system will ask the student to set a new password, much
like when they log into e-asTTle for the first time.
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